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About Me

● Public interest technology and 
media lawyer

● Background in bodily autonomy 
(sex worker rights, repro) and 
First Amendment issues

● Board of the Tor Project, former 
board member of ACLU of 
Massachusetts





Can they 
do that?



Well, there’s a 
lot of litigation 
to try and find 
out.

● Electronic Privacy Information Center v. 
U.S. Office of Personnel Management 
(1:25-cv-00255)(employee data)

● NATIONAL TREASURY EMPLOYEES 
UNION v. VOUGHT (1:25-cv-
00380)(employee data)

● American Federation of Government 
Employees, AFL-CIO v. U.S. Office of 
Personnel Management (1:25-cv-
01237)(employee data)

● American Federation of State, County and 
Municipal Employees, AFL-CIO v. Social 
Security Administration (1:25-cv-
00596)(employee data)

● PALLEK v. ROLLINS (1:25-cv-
01650)(foodstamp data)



What does this mean about 
personal information for PLHIV, 
including HIV status info and 
molecular surveillance?



What kind of data?



What data? ● A universe of data
○ Electronic health records
○ State-level Medicaid claim data
○ State-level public health 

organization data
○ Pharmacy data
○ CDC HIV Surveillance System 

data
○ Molecular health surveillance 

data
○ Data that corporations hold that 

isn’t health data

(An incomplete list, 
focused on HIV 
data specifically.)



Identifiable 
De-Identified*

● Medicaid data: names, 
addresses, social security 
number, claims data for 
enrollees.

● CDC diagnosis data: sex, 
gender, race/ethnicity, age, 
transmission category, 
location of testing 
(state/metropolitan 
statistical area)

* Whether data can be re-identified is always contextually specific, and depends 
on the technology and other data available. That means that “de-identified” data 
is often re-identifiable, especially over time.



What kind of protections?



Types of 
Protection

● Technical protections
● Legal protections
● Policy protections



Technical 
Protections

● Technical protections
○ Best technical protection is not 

having data in the first place - not 
having the data in the first place

○ Strong - encryption, a.k.a. “math 
says they can’t get the data” 

○ Weaker - it’s technically difficult to 
get or use the data

● But who do technical protections 
protect against?
○ Often aimed at “outside adversaries” 

not inside data sharing.



Legal 
Protections

● Note - no baseline data privacy 
law in the United States

● Laws that prohibit sharing
● Laws that restrict data use
● Procedural hurdles for 

government data sharing (Privacy 
Act)

● Please note: HIPAA is not the 
answer to everything
○ Law enforcement exception
○ Only covers health data held by 

healthcare providers



Policy 
Protections

● Policy protections
○ Informal expectations and practices: 

“We’ve always done it this way”
○ Agency regulations and guidance

● Can be more malleable/easier to 
change than formal legal 
protections



What kinds of risk?



Types of 
Data Risk

● Individual identification
○ Does this person have HIV?
○ Who is the person who got this HIV 

diagnosis?
○ Can result in criminalization, 

discrimination, denial of care, etc.

● Collective identification and 
sorting
○ Matching datasets to each other
○ Producing a list of all Medicaid 
○ recipients with HIV, for example
○ Highest risk for action against people 

as a class

● Other types of risk
○ Transmission patterns
○ PLHIV have other identities, can be 

targeted for those!



Protections in Practice: Medicaid Example
States have Medicaid 

records, including 
addresses, names, social 

security numbers and 
claims data for enrollees 

in those states.

Centers for Medicare and Medicaid 
Services (CMS) requests claim data 
from CA, WA, IL, NY, OR, MN, CO to 

determine if federal funds are providing 
Medicaid to non-citizens.

CA, WA, and IL provide details about 
non-citizens enrolled in state Medicaid 

programs to CMS.*

CMS officials explain that 
it violates “multiple 
federal statutory and 

regulatory authorities”, 
and “long-standing policy: 

*I can’t tell if it was just non-citizen data that got shared, or everyone’s. 

CMS gets ordered to 
turn data over to the 

Department of 
Homeland Security. 

CMS turns the data over 
to Homeland Security 

anyway.



Protections in Practice: Medicaid Example

● Technical protections
○ Strong: no, not against other government actors.
○ Weak: maybe, data may be difficult to understand or 

combine (but AI)
● Policy protections

○ Agency regulations and guidance prohibited sharing
○ Informal expectations and practices prohibited sharing
○ Doesn’t help if the people running the agency overrule

● Legal protections
○ Statutory prohibitions on sharing under the Privacy Act
○ Remedy after the fact?
○ May be able to bring legal challenge, but can be difficult to 

put the genie back in the bottle

States have Medicaid 
records, including 

addresses, names, social 
security numbers and 

claims data for enrollees 
in those states.

States hand data over to 
CMS, who turns it over 

to DHS.



What do these protections look like in practice?

Brief break for screaming into the 
void.



What do these protections look like in practice?

AHHHHHHHHHHHHHHHHHH!



What can we do?



What can we do?

● End HIV criminalization. 
● Work on a state level to minimize data collection and sharing when 

possible. (Difficult in the HIV context, but still worth trying.)
● Educate public health organizations about data collection risks. 

○ Blue state health departments cannot bury their heads in the 
sand.

● Look at shield law examples.
● Build partnerships with legal organizations to prepare for challenges.
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The Center for HIV Law and Policy 
CHLP is  an abolitionis t lega l and policy organiza tion fighting to end s tigma, 
discrimina tion, and violence  a t the  inte rsection of HIV, race , hea lth s ta tus , 
disability, class , sexua lity and gender identity and express ion, with a  focus  
on crimina l and public hea lth sys tems .

In 2025, CHLP is  ce lebra ting 20 years  of advocacy, innova tion, 
and unwavering commitment to HIV jus tice . 
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A lack of control over 
one’s health data and 
transparency around how 
it will be used only 
increases medical 
mistrust.

Medical Mistrust 
Impacts Health 
Outcomes

Shukla , M.; Schilt-Solberg, M.; Gibson-Scipio, W. 
Medica l Mis trus t: A Concept Analys is . Nurs . Rep. 2025, 
15, 103. https ://doi.org/ 10.3390/nurs rep15030103



hivlawandpolicy.org  | @hivlawandpolicy

“The majority of respondents expressed willingness to undergo ARVRT even 
with disclosure of public health uses of these data, but willingness markedly 
decreased when learning about these uses after the fact, highlighting the 
importance of transparency in MHS programs. Accordingly, in line with the 
ethical principle of respect for autonomy and the likelihood that the potential 
public health benefits of MHS programs will not be compromised, 
consideration should be given to encouraging clinicians to disclose public 
health uses of ARVRT at the time ARVRT is recommended.”

Transparency → More Trust → 

Better Health Outcomes

Sugarman J , Bollinger J , Agos tini J , Weinfurt K, Gelle r G, Jose  S , Hannah M, Edwards  OW, Henry LM, Sanchez The  Impact of Disclos ing to 
Pa tients  the  Use  of Antire trovira l Res is tance  Tes ting Results  for Molecular HIV Surveillance : A Randomized Experiment in 2 National Surveys  
JMIR Public Health Surveill 2025;11:e64663 URL: https ://publichealth.jmir.org/2025/1/e64663 doi: 10.2196/64663
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Increased Weaponization of Health Data
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HIPAA: Some exceptions  a re :

● Law enforcement reques ts  
(often without a  court order)

● Compliance  inves tiga tions

● Certa in emergency 
s itua tions

● Sta te-mandated public 
hea lth activities

Law Enforcement Can Access Your Data



hivlawandpolicy.org  | @hivlawandpolicy

Lane Crossing: 
Public health & law enforcement
Public Health 
(city and state health 
departments)

● Sta te  laws  tha t require  
tes timony concerning hea lth 
records , counse ling

● Health department officia ls  who 
offer services  as  “experts” 
tes tifying aga ins t PLHIV

● Perce ived “duty to warn”

Law Enforcement

● Called on to enforce  
quarantine , masking orders

● Arres ts , enforcement/ 
prosecution of HIV/VH 
exposure  laws  and policies  
occur in a  vacuum of 
information or pushback from 
public hea lth profess ionals
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Good Intentions —> Problematic Outcomes
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Why Create a Model Policy?
1. People  should have  control over the ir priva te  

hea lth information

2. Increased weaponiza tion of hea lth da ta

3. Limit loopholes  tha t increase  access  to hea lth 
da ta  by law enforcement

Data  privacy → Bette r Hea lth Outcomes
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Audience : Hea lth Departments , Clinics , CBOs, Doctors , e tc.

● This  is  policy, not sample  legis la tion

● Does  not include  “technica l” protections

● “Choose  your own adventure” s tyle

● Designed to be  used in se lf advocacy by individuals  
as  well as  by la rger groups  of advocates /NGOs

Model Policy on Data Privacy
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1. Broad definition of health data to capture beyond 
“just” medical records

Model Policy: Highlights
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2.  Requires unambiguous consent

Model Policy: Highlights
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3. Affirmatively agree not to use for reason beyond healthcare 
or sell data to third parties

Model Policy: Highlights
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4. Aggregation/”de -identification” does not eliminate
need to get consent

Model Policy: Highlights
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