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About Me

ES

Public interest technology and
media lawyer

Background in bodily autonomy
(sex worker rights, repro) and
First Amendment issues

Board of the Tor Project, former
board member of ACLU of
Massachusetts
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Trump orders full access to agency data for
designated officials

Under the executive order, agency heads are required to modify or rescind internal regulations
that interfere with intra- or inter-agency sharing of unclassified data within 3o days.

BY CAROLINE NIHILL « MARCH 21, 2025 W :
1 i
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% PRESIDENTIAL ACTIONS

Stopping Waste, Fraud, and Abuse

by Eliminating Information Silos

Executive Orders March 20, 2025



Can they
do that?

The Federal Government Demands Data from SNAP-
But Says Nothing About Protecting It

BY HAYLEY TSUKAYAMA | JUNE 3. 2025

USPS law enforcement assists
Trump ‘mass deportation’
effort, sources and records

show

The Postal Inspection Service recently joined a federal task force to locate
undocumented immigrants using data from mail and packages, according to
people familiar with the effort and records obtained by The Washington Post.

POLITICS > NATION <

Trump administration gives personal data of
immigrant Medicaid enrollees to deportation
officials

The move could make it easier to locate people as part of President Trump’s sweeping immigration crackdown.



Well, there's a

lot of litigation
to try and find

out.

Electronic Privacy Information Center v.

U.S. Office of Personnel Management
(L:25-cv-00255)(employee data)
NATIONAL TREASURY EMPLOYEES
UNION v. VOUGHT (1:25-cv-
00380)(employee data)

American Federation of Government
Employees, AFL-CIO v. U.S. Office of
Personnel Management ( 1:25-cv-
01237)(employee data)

American Federation of State, County and
Municipal Employees, AFL-CIO v. Social
Security Administration (1:25-cv-
00596)(employee data)

PALLEK v. ROLLINS (1:25-cv-
01650)(foodstamp data)



What does this mean about
personal information for PLHIV,

including HIV status info and
molecular surveillance?



What kind of data?



What data? e A universe of data

o Electronic health records
State-level Medicaid claim data

o State-level public health
organization data

Pharmacy data
o CDCHIV Surveillance System
. . data
(Al’l mcomp lete hSta o  Molecular health surveillance
focused on HIV data
data Sp eciﬁcally.) o Datathat corporations hold that

1sn’t health data



Identifiable
De-Identified* ES

e Medicaid data: names, e (DCdiagnosis data: sex,
addresses, social security gender, race/ ethnicity, age,
number, claims data for transmission category,
enrollees. location of testing

(state/metropolitan

statistical area)

*Whether data can be re-identified is always contextually specific, and depends
on the technology and other data available. That means that “de-identified” data
1s often re-identifiable, especially over time.



What kind of protections?



e Technical protections
e [Legal protections
e Policyprotections




*
e Technical protections

o Best technical protection is not
having data in the first place - not
having the data in the first place

o Strong - encryption, a.k.a. “math
says they can’t get the data”

o  Weaker - it’s technically difficult to
get or use the data

e But who do technical protections
protect against?

o Often aimed at “outside adversaries”
not inside data sharing.




Note- no baseline data privacy
law in the United States

Laws that prohibit sharing

Laws that restrict data use
Procedural hurdles for
government data sharing (Privacy
Act)

Please note: HIPAAis not the

answer to everything

o Law enforcement exception
o  Only covers health data held by
healthcare providers



Policy protections

o Informal expectations and practices:

“We’ve always done it this way”
o Agency regulations and guidance

Can be more malleable/easier to
change than formal legal
protections



What kinds of risk?



Individual identification

(@)
(@)

Does this person have HIV?

Who is the person who got this HIV
diagnosis?

Can result in criminalization,
discrimination, denial of care, etc.

Collective identification and

sorting
O Matching datasets to each other
© Producinga list of all Medicaid
o recipients with HIV, for example
O Highest risk for action against people
as a class
Other types ofrisk
© Transmission patterns
o PLHIVhave other identities, can be

tarceted for thoce!



Protections in Practice: Medicaid Example k

States have Medicaid
records, including
addresses, names, social
security numbers and
claims data for enrollees
in those states.

CA, WA, and IL provide details about
non-citizens enrolled in state Medicaid
programs to CMS.*

/

CMS officials explain that
it violates “multiple
federal statutory and
regulatory authorities”,
and “long-standing policy:

/

\

Centers for Medicare and Medicaid
Services (CMS) requests claim data
from CA, WA IL, NY, OR, MN, CO to
determine if federal funds are providing
Medicaid to non-citizens.

/

CMS gets ordered to
turn data over to the
Department of
Homeland Security.

CMSturns the data over
to Homeland Security

anyway.

*can’t tell if it was just non-citizen data that got shared, or everyone’s.



Protections in Practice: Medicaid Example E

States have Medicaid
records, including ® Technical protections
addresses, names, social S ) : h
security numbers and O dStrong:no,not agaimnst other government actors.
claims data for enrollees o Weak: maybe, data may be difficult to understand or
in those states. combine (but Al)
l ® Policy protections
O  Agencyregulations and guidance prohibited sharing
States hand data over to o0 Informal expectations and practices prohibited sharing
CMS, who turns it over o Doesn’t help ifthe people running the agency overrule
to DHS. ® [egal protections
O  Statutory prohibitions on sharing under the Privacy Act

0 Remedy after the fact?
O Maybe able to bring legal challenge, but can be difficult to

put the genie back in the bottle



Brief break for screaming into the
void.
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What can we do?



What can we do?

® End HIV criminalization.
® Work on a state level to minimize data collection and sharing when
possible. (Difficult in the HIV context, but still worth trying.)
e Educate public health organizations about data collection risks.
o Blue state health departments cannot bury their heads in the
sand.
e [ookat shield law examples.
e Build partnerships with legal organizations to prepare for challenges.
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HIV and Data Privacy
in a Snowballing
Surveillance State

Kae Greenberg (he/him)
Staff Attorney, CHLP
kae@hivlawandpolicy.org




Making Positive Justice Possible Since 2005

The Center for HIV Law and Policy

CHLP is an abolitionist legal and policy organization fighting to end stigma,
discrimination, and violence at the intersection of HIV, race, health status,

disability, class, sexuality and gender identity and expression, with a focus
on criminal and public health systems.

In 2025, CHLP is celebrating 20 years ofadvocacy, innovation,
and unwavering commitment to HIV justice.

hivlawandpolicy.org | @hivlawandpolicy



Medical Mistrust
Impacts Health
Outcomes

A lack of control over
one’s health data and
transparency around how

it will be used only
increases medical

1700 —1850s

Siave owners restricted access o medscal
care by routinedy actusing sick Black slaves
of exsggerating their iinesses. Whipping
slaves was considered “medicing” for
slaves who exaggeratsd and doctors would
recommend that an cwner apply 9 drops of
ecoense of rawhide” or ‘oil of hickory”fo the
back of a sick slave. [1]

18451849

Dr..J Marion Sims was an Alabama surgece wha
performed a serles ol expenmental operalions on
Black stave women to treat vesicoovaginal fistula
(this fishua is an urwanbed opening between the
bladder and vagina thal can cnly be treated through
surgery), a catastrophic complication of ehildbirth
Tt 19%h cenbury womes, The Black slave women
ware unable to give consent and were nol given
aresthesia compared bo Sims’ white patients. Most
of the Black women are unnamed except threa:
Anarcha, Lucy. and Betsy. Anarcha had the surgary
farcefully perfarmed on her 30 fimes before Dr.
Sims was able ko perfect his lechnigue.an owner
apply 8 draps of eccense of rawhide” or "ol of
hickory” o the back of a sick slave. [2]

1932-1972

The Public Mealth Service and Tuskegee Institute,
began the “Tuskegee Study of Untreated Syphilis in
the Negro Make™—a medical study that involved 600
Black men, 300 with syphilis and 201 without the.
disease. The study was conducted without the
informed consent of the patients and incentives i
participate In the study included frée medical exams,
free mests, and burial irsarance, The men of the study
were misked on multiple occasions as the men with
syphills were never informed of their syphils
diagnesis and were foid they were being treated lor
“bad blood." A& shudy that was told to last for & mondhs
lasted for 40 years ending in 1872. Ahowgh Penicillin,
a treatment for syphilis was widely avaitable none of
the men were trealed with the antibictic. [4]

Yy
]

MEDICAL MISTRUST TIMELINE

1951

Henrietia Lacks was a Black American woman
sulfesing from teeminal cervical cancer. Dr
Howard Jones from John Hepking Hospl
retrieved Henriglta's cancer oels during a
biopsy and sent a sample o Or, George
Grey's lissot lab_ Or. Grey discovered how
Henrigtia's cells were diflerent from others as
mast cancer cals would die, Herrietta's oslls
doubled every 20 o 24 he Herviefa's clls.
ware taken without her congent and decades
aler ber death on August B, 1951, scientists
Failed to ask Eamily for consent as they
revealed Lacks's name putiicly, sant her
medical records bo the media, and published
har celis’ gana online. [

i KN

1987 - PRESENT

The mamber of pragnant and birfhing
peaple dying more than doubled between
1987 and 2018, rising from 7.2 deaths par
100,000 live births o 17.4 deaths per
100,000 live births. Biack birfhing people
e theee times more likely to die rom
pregnancyelated complications then white
COURMEEANS and Amenican IndianAlaskan
Naive birthing pecpse are 2 times more
likety. Mabesnal morbidity raes have also

ncreased with over 50,000 birthing peaple
e yuar Rxperiencing severs, “near dealh’
o life theatenang oulcomes.

1793

When the ‘Yellow Fever epidemic raged

| 1850's

1981 - PRESENT

On Jume 5, 1861 the Center for Disease
Control reporied 26 cases of AIDS, the
first knowen cases of the virus. In 1988,
the number of new infections among
Black Americans exceeded the rumber of

Philadeiphia, weaihy White people fied
the city iin large proups leaving the
freed Black slaves behind, The
community of freed Black siaves
assigted with removing corpses,
digging graves and barying the dead
according fo the Encyciopedia
Britannica. i was onginally believed
that Blacks were immune to Yellow
Feyer due to their low deah rate; 240
Black peopie died in Philadefphia by
the end of the epidemsc.

Loutsiana's Samuel A Cartwright, M.D. discovered &
muftiude of “Black” dissases. Slaves tat would
escape were diagnosed with drapetomania, ceriving
{rom the Gresk words drapebs, "a nunaway
save"and jsovio (mania, “madness, rengy’). Struma
Alriciana, & form of fubérculosis was misdiagnosed
15 8 Black disease. These diseases were
recommended by Dr. Cawright to be treated with
physical punishments such as whippings or
intesnment. [3]

mistrust
2020 — PRESENT

Infections in white Americans, Today,
Black Americans make up 43% of HIV
diagnosis despite only accounting for
13.8% of the 1.5, Popuiation

Black_ Hispanic, and
ALANiAmerican Indian and
Assican Native) people have
experienced higher rates of
COVID-18 infection and death
compared to White people.

1930s - PRESENT

Mississippi Appendectomies i a term
coined lor the unecessary hysierectomies
performed at teaching hospitals in the
South on wormen of color as a practice far
medical students. Civil Rights Activist
Frannie Lou Hamer experienced a
hysteraciomy by a white doctor without hes
cansent while undergoing surgery for
uterine bumos removal. [5]

Shukla, M.; Schilt-Solberg, M.; Gibson-S cipio, W.
Medical Mistrust: A Concept Analysis. Nurs. Rep. 202
15, 103. https://doi.org/ 10.3390/nursrep15030103




Transparency — More Trust —
Better Health Outcomes

“The majority of respondents expressed willingness to undergo ARVRT even
with disclosure of public health uses of these data, but willingness markedly
decreased when learning about these uses after the fact, highlighting the
importance of transparency in MHS programs. Accordingly, in line with the
ethical principle of respect for autonomy and the likelihood that the potential
public health benefits of MHS programs will not be compromised,
consideration should be given to encouraging clinicians to disclose public
health uses of ARVRT at the time ARVRT is recommended.”

Sugarman J, Bollinger J, AgostiniJ, Weinfurt K, Geller G, Jose S, Hannah M, Edwards OW, Henry LM, Sanchez The Impact of Disclosing to
Patients the Use of Antiretroviral Resistance Testing Results for Molecular HIV Surveillance: A Randomized Experiment in 2 National Surveys
JMIR Public Health Surveill 2025;11:¢64663 URL: https:/publichealth.jmir.org/2025/1/¢64663 doi: 10.2196/64663

hivlawandpolicy.org | @hivlawandpolicy



Increased Weaponization of Health Data

2 Symone D. Sanders Townsend &
@ @SymoneDSanders

&

Remember when folks said some of us were being dramatic? We weren’t.

This is terrifying.

% Jesse Lehrich @ @JesselLehrich - Aug 9, 2022

Facebook is already turning over users' private data to aid abortion
prosecutions. this is a huge deal.
forbes.com/sites/emilybak...

Nebraska Cops Subpoenaed A
Teen’s Facebook DMs So They

Could Prosecute Her For
Having An Abortion

1:03 PM - Aug 9. 2022

American Samoa
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Commonwesith of the
Northern Marian slands
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Puerto Rico. U, Virgin Isiands

transgender health care

s "shield" executive order protecting access to
der health care

State neither bans nor has "shield" law for best

State bans best practice surgical care for transgender
youth

State bans best practice medication and surgical care
for t

gender youth, though ban may not be in
effect (see note)

State ban makes it a felony crime to provide certain
forms of best practice medical care for transgender
youth

Court ruling s currently blocking enforcement of
state's healthcare ban

Mapping HIV Criminalization Laws in the U.S.
EXPOSURE AND TRANSMISSION OFFENSES

STATES haveoffenses that criminalize exposure 1o
and/or transmission of HIV.

SCAIE OF HIV SPECIFICITY
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news group

DONATE

ABORTION

Will HIPAA Protections Continue for Abortion
Care? Courts to Soon Decide.

JUN 11,2025, 9:02AM | KELCIE MOSELEY-MORRIS, NEWS FROM THE STATES
A decision isimminent in three of the four cases that will determine whether

individual health information for legal reproductive care remains protected by a 2024
federal rule.

hivlawandpolicy.org | @hivlawandpolicy



Law Enforcement Can Access Your Data

HIP AA: Some exceptions are:

@® Law enforcement requests
(often without a court order)

e Compliance investigations

e C(ertain emergency
situations

e State-mandated public
health activities

hivlawandpolicy.org | @hivlawandpolicy



Lane Crossing:
Public health & law enforcement

Public Health Law Enforcement
(city and state health
departments)

e C(alled on to enforce
quarantine, masking orders

@ State laws that require e Arrests, enforcement/

prosecution of HIV/VH
exposure laws and policies

testimony concerning health
records, counseling

e Health department officials who occur in a vacuum of
offer services as “experts” information or pushback from
testifying against PLHIV public health professionals

hivlawandpolicy.org | @hivlawandpolicy

® Perceived ‘duty to warn”



Good Intentions —> Problematic Outcomes

WHEN ALL
YOU HAVE
IS A HAMMER
EVERYTHING
LOOKS
LIKE A NAIL

hivlawandpolicy.org | @hivlawandpolicy



Why Create a Model Policy?

1. People should have control over their private
health mformation

2. Increased weaponization ofhealth data

3. Limit loopholes that increase access to health
data by law enforcement

Data privacy — Better Health Outcomes

hivlawandpolicy.org | @hivlawandpolicy



Model Policy
on Data Privacy
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Making Positive Justice Possible Since 2005

Model Policy on Data Privacy

This model v ks designed to ide examp
2s) and facilities that offer he,

prot

tments

»s of language that he:

hcare can use and adopt to promote
rough i tvate heaith information, § Il par
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h
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garding a health condition,
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MODEL POLICY
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1
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al may purposefi
rser's health data
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uilized by a user in Grder to Communic
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Model Policy on Data Privacy

Audience: Health Departments, Clinics, CBOs, Doctors, etc.
@ This is policy, not sample legislation
e Does notinclude ‘technical” protections
e ‘Choose your own adventure” style

e Designed to be used in selfadvocacy by individuals
as well as by larger groups ofadvocates/NGOs

hivlawandpolicy.org | @hivlawandpolicy



Model Policy: Highlights

1. Broad definition of health data to capture beyond
“just” medical records

data are beyond the scope of this policy. For the purposes of this model policy, health
data is data (information) that is created, intentionally or not, in whatever form (analog or
digital) when a person is engaged in seeking information regarding a health condition,
seeking treatment for a health condition, or receiving treatment for a health condition,
whether or not this is on behalf of themselves or another person.

hivlawandpolicy.org | @hivlawandpolicy



Model Policy: Highlights

2. Requires unambiguous consent

MODEL POLICY ON DATA PRIVACY

3. In any situation where a user is asked to provide or may purposefully
provide health-related data, they must be explicitly notified as to
what the entity collecting that information will use it for.

apparent and understandable; and
b) Notice buried within the text of a “user agreement” is not
sufficient.

hiviawandpolicy.org | @hivlawandpolicy



Model Policy: Highlights

3. Affirmatively agree not to use for reason beyond healthcare
or sell data to third parties

A. Any health data that is created by a user when trying to access a health
service or subsequently when they receive treatment shall only be
accessible by the user, those to whom they explicitly grant access, or those
for whom it is necessary to have access to further a user's stated treatment
goals.

B. Under no circumstances can any data gathered incidental to the access or
provision of health services — including but not limited to location data,
websites visited using wifi, or information garnered through the use of
“cookies” — be sold or provided to any Third Party regardless of the stated
use of such data by the Third Party.

hivlawandpolicy.org | @hivlawandpolicy



Model Policy: Highlights

4. Aggregation/"de -identification” does not eliminate
need to get consent

C. All health data is deemed “sensitive” and protected by default.
Deidentification of data and/or aggregation of data into anonymous

datasets does not cancel or limit a user's absolute control of their health
data.’

hivlawandpolicy.org | @hivlawandpolicy
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Making Positive Justice Possible Since 2005

PositiveJusticeProject

Scan the QR to sign up for the PJP email list.
For more info about our HIV decriminalization

work, email us at pjp@hivlawandpolicy.org
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